
Integrity

Inspected and accepted by npmjs.com at 

upload.

More on how to verify an attestation

Signed by npm on publication

The release file was uploaded via a npm 

Trusted Publisher, and a trusted identity was 

used to publish the file.

view more attestation info

Attestation - Digitally Signed

Build

view build security info

0 known advisories Latest: Severity:Posted by RubySec August 29th, 2019 Low

Please note: If a package has no security advisories this doesn't mean that there are not any vulnerabilities in this 

package. Please use with caution.

Source: npmSec Database

Security Advisories

The npmsec database is the central, community-maintained repository of all publicly disclosed 
security advisories for npm.

Find out how to use audit commands and 256 SHA checksum to check hashes/signatures

You can use this command to verify that the file you download is exactly the same as the one 
hosted on npm.
 
 
 
This command checks the registry signatures and provenance attestations. If a package has 
missing or invalid signatures or attestations, it returns an error. This could indicate that a 
package has been tampered with.
 
 

Integrity

Attestations provide a trail of evidence for a packages's provenance (origin). Find out more.

Attestation statement

npm confirms that this package, at this audited using npm audit, was uploaded to npm by GitHub 

Actions, using the source and build instructions detailed above.

Signed by: github on build and verified by npm on upload

View Full Transparency Log

Integrity

SHA 256 checksum

2c3bf6b3ad073a27ec48bc36

338a173a20513c3aa3d225fa

5deec8bd0163b2a0

More on how to verify an attestation

github.com/axios/axios

github.com/axios/

axios/tree/

b76c4ac6f871141dd...

Source:

Source 

commit:

Source

Built file:

 

 

Build logs: github.com/axios/

axios/actions/

runs/164628525...

github.com/axios/

axios/actions/

runs/164628525...

Build

Build Provenance  (package origin)

More information on npm security

npm is a registry for distributing packages, not a service for auditing them. npm does not guarantee 
the quality or security of the code within any given package.

Security

Security

Security

0 known advisories Latest: Severity:Posted by RubySec August 29th, 2019 Low

Please note: If a package has no security advisories this doesn't mean that there are not any vulnerabilities in this 

package. Please use with caution.

More information on PyPI security

Source: The PyPISec Database

Security

 
 
The PyPIsec database is the central, community-maintained repository of all publicly disclosed security 
advisories for PyPI.

Security Advisories

PyPI is a repository for distributing packages, not a service for auditing them. PyPI does not guarantee the quality 
or security of the code within any given package.

Built file:

 

 

Build 

logs:

Build

github.com/pypa/pip/

blob/HEAD/.github/

workflows/release.yml

github.com/pypa/pip/

blob/HEAD/.github/

workflows/release.yml

Source

github.com/pypa/pip

github.com/pypa/pip/

tree/2e05cae3da2cfafa

6dce58167a25b7db...

Source:

Source 

commit:

Integrity

Build Provenance  (package origin)

You can use checksums to verify that the file you download is exactly the same as the one hosted on PyPI.

Attestation

PyPI verifys that this file, at this checksum, was uploaded to Pypi by GitHub Actions, using the source and build 

instructions detailed above.

Signed by: PyPI on pip publication

View Full Transparency Log

Integrity

96f5092d786ff412c62fde76f793

cc0541bd84d2eb579caa529aa8

a059934493

SHA 256

More on how to verify an attestation

Attestations provide a trail of evidence for a package's origin.

Build

view build security info

More on how to verify an attestation

Integrity

Inspected and verified by pypi.org at 

upload.

Signed by PyPI on publication

The release file was uploaded via a 

npm Trusted Publisher, and a 

trusted identity was used to publish 

the file.

Attestation - Digitally Signed

view more attestation info

Security

Different platforms and registries have different detailed 

security information that can be brought into the security 

tab/pagees

Pypi has a secuirty tab in the 

menu
Build security info

More attestation info

More on how to verify 

an attestation

BUILD:

ATTESTATION - 

DIGITALLY 

SIGNED:

INTEGRITY:

Inspected and 

verified by 

rubygems.org at 

upload.

Signed by 

RubyGems .org on 

publication

Release file was 

uploaded via a 

RubyGems.org 

Trusted Publisher, 

and a trusted 

identity was used to 

publish the file.

Find out more about attestations

Source: RubySec Database

0 known advisories Latest: Severity:Posted by RubySec August 29th, 2019 Low

Please note: If a package has no security advisories this does not mean that there are not any vulnerabilities in 

this package. Please use with caution.

SECURITY ADVISORIES
 
 

Find out how to use checksum to verify package integrity

INTEGRITY:

You can use checksums to verify that the file you download is exactly the same as the one hosted on 
RubyGems.

Attestations provide a trail of evidence for a gem's provenance origin.

Attestation

RubyGems .org verifys that this gem file, at this checksum, was uploaded to RubyGems.org by 

GitHub Actions, using the source and build instructions detailed above.

Signed by: RubyGems.org on gem publication

View Full Transparency Log

Integrity

96f5092d786ff412c62fde76f793

cc0541bd84d2eb579caa529aa8

a059934493

SHA 256 checksum

More on how to verify an 

attestation

Build 

Build file:

 

 

Build 

logs:

github.com/ruby/

rake/actions/

runs/153403429...

github.com/ruby/

rake/actions/

runs/153403429...

 Source

Source:

Source 

commit:

github.com/ruby/rake

github.com/ruby/rake/

commit/0fdacef47aa9a

4140e472b0ce302a...

BUILD PROVENANCE  (PACKAGE ORIGIN):

More information on gem security

RubyGems is a repository for distributing packages, not a service for auditing them. RubyGems 
cannot guarantee the quality or security of the code within any given gem.

SECURITY:

The last section here is a security advisory section. This should be present if 

the platform has a way to pull in and display any reliably sourced advisories. If 

a platform has no access to a database of security advisories then this section 

should be omitted.

 

The section is placed at the bottom due to in user testing users were very 

positively inclinced to this section. They were so positively responsive to this 

section they often stopped looking at any other information in order to check 

for security information about the package. Deprioritising this section and 

placing it low is to stop users from focussing solely on that section.

 

 

The integrity section contains any other existing 

information related to provenance or package 

security processes. This is where some 

information may now have duplicates in the page.

 

As noted elsewhere in this styleguide duplicates 

are not a problem for users and give them more 

confidence in the package information as long as 

the duplicate information indeed matches when it 

is supposed to.

Because rubygems doesn't have seperate pages 

for some packages, including a new heading, 

below the last heading that reads 'Security' 

allows us to place the relevant security related 

information, along with the attestation 

information here.

 

The layout here may looks familiar to the lowest 

and medium UI designs. This section does follow 

the same 'container box' UI in horizontal row 

numbers that make sense given the page width.

 

Here it's essential that the attestation/s take up 

the full width of the page or occupies more width 

that the build, source and integrity in order to give 

visual priority to the attestation section. The 

reason we don't lead with the attestation section 

over the build, source or integrity is because those 

sections are more commonly known/understood 

whereas attestations are understood better in 

relation to those pieces of information, so leading 

with build, source and integrity, then attestations 

sets up the user for thinking about build security 

and who/how is verifiying that.

 

The heading of build provenace was added when 

we found that users needed more context around 

what the attestation and supplementary info is 

trying to inform users of. This heading makes the 

meaning explicit.

 

Similarly, there's a message under the attestation 

container box that further attempts to clarify 

what attestation information is meaning to inform 

users of.

Underneath the security heading you can see a 

short yet visually not overwhelming. This directs 

users immediately to more detailed 

documentation on gem security should the user 

immediately want to dive into the documentation.

Note that on each of these next designs the 

minimal information sidebars are also present.

 

These sections on the side bar, when clicked 

should 'focus' and/or send the user to the 

appropriate section in the main page in the 

security section.

 

build security info

more attestation info

More on how to 

verify an attestation

Ruby gems

BUILD:

ATTESTATION - 

DIGITALLY 

SIGNED:

INTEGRITY:

Inspected and 

verified by 

rubygems.org at 

upload.

Signed by 

RubyGems.org on 

publication

Release file was 

uploaded via a 

RubyGems.org 

Trusted Publisher, 

and a trusted 

identity was used to 

publish the file.

Security page for 

rubygems would be via a 

new main section header 

for rubygems in the main 

page

Pypi

Build

view build security info

More on how to verify an attestation

Integrity

Inspected and verified by pypi.org at 

upload.

Signed by PyPI on publication

The release file was uploaded via a 

npm Trusted Publisher, and a 

trusted identity was used to publish 

the file.

Attestation - Digitally Signed

view more attestation info

Security

Security page for pypi 

would be via a new left 

tab 'security'

Security

Build

npm

Integrity

Inspected and verified by npmjs.com at 

upload.

More on how to verify an attestation

view build security info

The release file was uploaded via a npm 

Trusted Publisher, and a trusted identity was 

used to publish the file.

view more attestation info

Attestation - Digitally Signed

Signed by npm on publication

Security page for npm 

would be via a new tab

'security'

These sidebar designs are the minimal information versions, reduced to the essentials: icon, heading, and links.

 

Links in the minimal sidebar design must direct users to a dedicated security page for each package. This approach works especially well for pages that feature extensive README content or 

large amounts of package information. This allows the sidebar content to appear higher on the page, but not necessarily before the README, while components with additional detailed 

information can be placed after the README.

 

The only information that is not minimized is the attestation statement (or a selected attestation statement if there are multiple on a package). This statement must always be shown in full, 

accompanied by its icon and a link to more detailed information in the security section.

 

 

 

GitHub Actions 

verifys that this 

package release was 

built using the source 

and build 

instructions listed 

here.

github.com/ruby/

rake/

commit/0fdacef47aa9

a4140e472b0ce302a2

dd09423a75

view full 

transparency log

github.com/ruby/

rake/actions/

runs/15340342925/

attempts/1

source commit

Ruby gems

BUILD:

ATTESTATION - 

DIGITALLY 

SIGNED:

INTEGRITY:

ruby gems verifys 

that this package 

release was 

uploaded by a 

trusted GitHub 

Actions Identity, as 

configured by the 

packages 

maintainers.

Inspected and 

verified by 

rubygems.org at 

upload.

Signed by 

RubyGems.org on 

publication

Release file was 

uploaded via a 

RubyGems.org 

Trusted Publisher, 

and a trusted 

identity was used to 

publish the file.

read docs about 

build security

More on how to 

verify an 

attestation

GitHub Actions verifys that this 

package release was built using the 

source and build instructions listed 

here.

files.pythonhosted.org/

packages/20/16/650289cd3f43d5a2f

adfd98c68bd1e1e7f2550a1a5326768

cddfbcedb2c5/pip-25.2.tar.gz

files.pythonhosted.org/packages/

b7/3f/945ef7ab14dc4f9d7f40288d2d

f998d1837ee0888ec3659c813487572

faa/pip-25.2-py3-none-any.whl

Pypi

Build

96f5092d786ff412c62fde76f793cc054

1bd84d2eb579caa529aa8a059934493

SHA 256 checksum

More on how to verify an 

attestation

Integrity

Inspected and verified by pypi.org at 

upload.

pypi confirms that this package 

release was uploaded by a trusted 

GitHub Actions Identity, as 

configured by the packages 

maintainers.

read docs about build security

The release file was uploaded via a 

PyPI Trusted Publisher, and a 

trusted identity was used to publish 

the file.

view full transparency log

source commit

Attestation - Digitally Signed

Signed by PyPI on publication

npm

96f5092d786ff412c62fde76f793cc0541bd84d2eb579

caa529aa8a059934493

SHA 256 checksum

More on how to verify an attestation

Integrity

Inspected and verified by npmjs.com at 

upload.

npm verifys that this package release 

was uploaded by a trusted GitHub 

Actions Identity, as configured by the 

packages maintainers.

GitHub Actions verifys that this package 

release was built using the source and build 

instructions listed here.

github.com/axios/axios/actions/

runs/16462852560/workflow

github.com/axios/axios/actions/

runs/16462852560/attempts/1

Build

read docs about build security

The release file was uploaded via a npm 

Trusted Publisher, and a trusted identity was 

used to publish the file.

view full transparency log

source commit

Attestation - Digitally Signed

Signed by npm on publication

These sidebar designs are the information-dense versions, where all relevant and helpful details to support attestation comprehension are surfaced. These sidebars can function on their own 

as a “light/medium” implementation or in combination with Level AA requirement card components, or as part of the Level AAA security page implementations described on this page.

 

These sidebar designs were heavily informed by the fact that users we tested with found the most useful information in the sidebars already. The users prioritised "social web of transparency" 

information alongside the source code and repository links which are typically included in the sidebar of existing registry pages. However, like in main page content users did not want 

attestation information and supplementary info below these critical general pieces of information. This typically means the attestation information still appears above the fold, within the first 

scroll, for most pages.

 

You can see that the information can look squeezed into a small width for sidebars like rubygems page layout. We recommend that the sidebar widths not be any narrower than this example,  

as writing sentence-length content in a smaller space would be difficult for developers to read and comprehend. 

 

 

Sidebar - comprehensive Sidebar - minimal Security page/tab/section

Rubygems pypi npm
npm has a secuirty tab in the 

menu nav

Find out more about attestations


